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Getting Ready

Before starting installation of AssetWorx!, some initial steps must be followed in order to be ready
for the actual installation process.

The AssetWorx! installer runs as a .NET application, so the .NET Framework 4.8 or greater must
be installed. If, for security concerns, the client elects not to have the .NET Framework installed
on the database server machine, the database installer must then be run from a separate
machine that has the .NET Framework installed.
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Introduction

Please choose which features you wish to install. The Web Server is the primary application that
users will utilize to modify the system. The Alarm Monitoring Service will be used to manage
connections to RFID Portals and V-Tag Gateways. The Handheld Application is used for
synchronizing the database on handheld RFID scanners. The Alarm Notifier is an application
used to show alarm notifications and manage Alarm Acknowledgements. It is always a good
polity to first update the Database Tables when upgrading to a new version of AssetWorx.

B AssetWorx! Installer = O x

The AssetWorx! installer will help install and configure application components

Select components to install Install
: Database Tables Install to create or update database tables O
| Web Server Install web server files O
."‘"‘
‘ Alarm Monitoring Service Install Alarm Monitoring Service O
A
f AssetWorx Print Server Install AssetWorx Print Server O
o
; Alarm Notifier Install Alarm Notifier Program U
Li RADS Rapid Asset Deployment System O
Next
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Software License Agreement

Please read the entire license agreement before continuing with the database installation. The
agreement is a legal contract that the user is bound to upon acceptance and installation.

B AssetWor! Installer - O =

The AssetWorx! installer will help install and configure application components

END-USER LICENSE AGREEMENT
FOR SOFTWARE

AssetWorx!TM

IMPORTANT READ CAREFULLY BEFORE USING THE ACCOMPANYING
SOFTWARE: This End-User License Agreement (“Agreement™) is a legal contract between vou (either an
individual or a single business entity) and InfinID Technologies Inc. for the Vendor software product
identified above which includes computer software and, as applicable, associated media, printed materials,
and “online” or electronic documentation (the “Program.”)

NOTICE TO USER: BY INSTALLING OR USING THIS SOFTWARE YOU ACCEPT ALL THE TERMS AND
CONDITIONS OF THIS AGREEMENT (INCLUDING THE PRODUCT SPECIFIC LICENSE TERMS SET
FORTH BELOW). BEFORE YOU CLICK ON THE “ACCEPT” BUTTON AND INSTALL THE
SOFTWARE, CAREFULLY READ THE TERMS AND CONDITIONS OF THIS LICENSE.

THE FOLLOWING TERMS AND CONDITIONS ("AGREEMENT") SHALL GOVEEN YOUR INSTALLATION
AND USE OF THE ACCOMPANYING AssetWorx! TM SOFTWARE PROGRAM AND RELATED
EXPLANATORY MATERIALS (“THE PROGERAM™). BY INSTALLING AND USING THE PROGRAM YOU
AGREE TO ABIDE BY THE TERMS AND CONDITIONS OF THIS AGREEMENT. INCLUDING THE
WARRANTY DISCLAIMERS, LIMITATION OF LIABILITY AND TERMINATION PROVISIONS BELOW. IF
YOU DO NOT ACCEPT OR AGREE WITH THESE TERMS, YOU MAY NOT INSTALL OR USE THE
PROGRAM AND YOU SHOULD IMMEDIATELY RETURN THE PROGRAM MEDIA TO INFINID
TECHNOLOGIES.

UPON YOUR ACCEPTANCE OF THIS AGREEMENT. INFINID TECHNOLOGIES INC. GRANTS YOU A

Help Previous Next
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Product Key

The Product Key section allows the user to enter in the unique product key designated for the
installation. It provides hidden information for the system to unlock software modules as well as
assure the validity of purchase. You can find the product key by logging into the InfinID
Technologies portal at http:/my.infinidtech.com. To evaluate AssetWorx!, simply leave the
product key blank and the system will be limited to 50 assets.

B AssetWord Installer - O =

The AssetWorx! installer will help install and configure application components
License Key
Please provide the AssetWorx! license key. If you are only evaluating AssetWorx!, no license key is

required.

Help Previous Next
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Software Connectivity

The Software Connectivity screen allows you to configure how AssetWorx! manages its
connections.

While installing the web server, the only option available for Preferred Connectivity is “Database”.
Using database as connectivity means that only direct database connections will be used. The
Database option requires the user to use an installed version of Microsoft SQL Server or
PostgreSQL. The rest of these database specific instructions will only include SQL Server
instructions. The system will automatically create a database if the supplied database name
doesn’t exist. Make sure that the login has database owner permissions for the supplied
database. This will allow the installer to create tables and columns for the database. Please
refer to the Setting up SQL Server For AssetWorx! section for more information.

If one of the clients are being installed such as the Alarm Monitoring Service or Handheld Sync
program, “Web Services” is available as the connectivity option. Choosing this option means that
all the data will be passed through web service calls sent through the web server. To use this
option, first enter the Base Service URL. AssetWorx uses the OpenlD Connect protocol. Each
client that you are installing has a Client Secret which must be supplied. You can find this by
logging into AssetWorx and clicking Tools->Options->System Settings.

Connectivity options for the Print Server and database and MQTT. Create an MQTT Print Server
username and password by logging into the AssetWorx web app and going to Tools->Options-
>MQTT. Make sure you have enabled the MQTT Broker on the same screen and clicked Save.

B AssetWorx! Installer = d #

AssetWorx!

The AssetWorx! installer will help install and configure application
components

Software Connectivity

Choose the Preferred Connectivity option. Web Server and Database Tables require
Database. Alarm Monitoring Service, Handheld, and RADS allow either Database or Web
Services,

Connectivity

Preferred Connectivity Web Services v

Service Settings

Baze Service URL https:ffassetworkinfinidtech.com

Alarm Menitering Service Client Secret

: Alarm Motifier Client Secret

: RADS Client Secret
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[IS Options

This step shows up only when installing the web server and lets you decide how you want to
configure it.

If you choose “Do not configure 11S for me”, you will need to manually copy the “AssetWorx.Web”
directory to your inetpub directory and manually configure the website using the 1IS Manager. For
users with complex IS requirements or custom web application settings, this may be the best fit.

Choosing “Configure 1IS for me” means that the installer will install and configure the web
application for you within [IS. With this option, if “Encrypt Web Server” is checked, a list of
available SSL Certificates already installed in the Windows Certificate Store will show up in the
“Use SSL Certificate” combo box.

AssetWorx can be configured to use an external server for authentication to enable functionality
such as Single Sign-On. This feature requires the external authentication server to support the
Open ID Connect protocol.

B | AssetWorx! Installer - m] *

The AssetWorx! installer will help install and configure application components
11S Options

External OpenlD Connect Auth Server:

_) Do not configure IIS for me.
If you are running an aperating system earlier than Windows Vista or you just want to configure the application in 115 yourself, choose this
option. The installer will automatically confiqure the “AssetWorx Server” directory in the installer with the correct database confiquration
O]
Configure 1S for me.
With this option, the installer will automatically install 115, copy the AssetWorx! Server directory into inetpub, and create an AssetWorx!
application in |IS with appropriate permissions.
[+/] Encrypt Web Server

Use SSL Certificate:  CN=*.infinidtech.com, t ~ Refresh

Encrypting the application in 1S requires signing with a certificate. If you do not see your certificate, please install it in |IS and then press
Refresh
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Installation Summary

Before the final installation step, Installation Summary gives the user all the information about the
installation that they are about to do.

B AssetWond Installer - O *

The AssetWorx! installer will help install and configure application components

Installation Options:

Install Database Tables:False

Install Web ServerTrue

Install Alarm Monitoring ServicesFalse
Install Handheld Application:False
Install Alarm Maotifier Application:False

Connectivity Opticns:

Preferred Connectivity: Database
Server Type: SOL Server

Server: primeone

Database: assetworx3

Login: sa

Base Web Server: http://JONATHAN-PC
Server Username: admin

Server Password: demo

Help Previous Install

AssetWorx! Software Installation Instructions InfinID Technologies, Inc.



Installation Results

Installation Results will display the results of each installer that was run.

B | AssetWorx! Installer | =NRCE X

AssetWorx!

The AssetWorx! installer will help install and configure application components
Install Progress: PLEASE BE PATIENT!

Configuring Web Server...

IS already installed.

Checking IIS state..:

Site exists in 15:True

Stopping Site

Copying 'AssetWorx.Web" directory to wwwroot
Copied 'AssetWorx.Web' directory to wwwroot
Starting Site

Site Started

Adding Exception to firewall

Website URL:https://lonathan-PC/Admin/Assets
Installation Results:

Web Server Install:Success

‘ Help ‘ ‘ Close ‘

The default login/password for the web client is admin/demo.
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Setting Up SQL Server for AssetWorx!

AssetWorx! requires Microsoft SQL Server 2014 or later as its database backend. The
machine running SQL Server should be on at all times to ensure that anybody can
connect at any time. If your company doesn’t have a SQL Server instance, you have the
choice of buying a licensed copy of Microsoft SQL Server or using the free version, SQL
Server Express. If you choose to install SQL Server Express, choose the download that
includes Advanced Services, which will have a name similar to

“SQLEXPRADV_x64 ENU.exe”. The Advanced Services option will include SQL
Server Management Studio, which will be needed for the tasks below, such as Creating
Database and Creating Login.

Step 1: Installing SQL Server

From the SQL Server Installation Center, click “Installation”, then click on “New SQL
Server stand-alone installation”. Below are some important steps in the installer:

1. “Feature Selection” — In this screen, make sure and check the “Database Engine
Services” and “Management Tools — Complete” checkboxes.

2. Instance Configuration - Choose the Default Instance name.

3. Database Engine Configuration — In this screen, Mixed Mode is recommended.
Set the admin password that will be used. Under SQL Server Administrators,
click "Add Current User" to add the current user as an administrator. You can
also add any users who you will want to be administrators using Windows
Authentication.
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Step 2: Connecting to SQL Server Management Studio

Open SQL Server Management Studio. The Connect to Server dialog should come up
right away. If it doesn’t, click File, Connect Object Explorer. In this dialog, provide the
Server name. If choosing SQL Server Authentication, enter “sa” for login and provide the
password that was used in Step 1.

gﬂ Connect to Server ot
Microsoft SQL Server 2014
Server type: Database Engine e
Server name: primeane| v|
Authentication: SQL Server Authentication w
Login: |5~3 V|
EEISSWI]I‘CIZ | ,,,,,,,,,,,,,,, |
Remember passward
Cancel Help Ciptions =3
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Step 3: Creating Database

In the Object Explorer panel on the left, right click on Databases and click New
Database. Give it a name and then click OK to create the empty database.

.

[§ Mew Database =[S -
B Seont - Cree
E}' Options
12 Filegroups Database name: AssetWon
Owner: <default> G
Database files:
Logical Mame File Type  Filegroup Intial Size (MB)  Autogrowth
AszetWonc Rows ... PRIMARY 3 By 1 ME, unrestricted growth
AssetWonc ... Log Mot Applicable 1 By 10 percert, unrestricted growt
Connection
Server:
PRIMEOME
Connection:
sa
&7 Miew connection properties
Progress
Ready ] 1 b
Add | Remove
[ ok || Ccancel
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Step 4: Creating Login

In the Object Explorer panel on the left, right click on Security, Logins, and click New
Login. Enter the Login Name that you want to use. If choosing SQL Server
authentication, enter the password that you want to use for the login, then uncheck the
Enforce Password Policy checkbox. Next, under Default database, choose the database

you created in Step 3.

e

T Login - New = | B jwdSe
Selecta page | 2 3
A General t_g Script - L_l] Help
E" Server Roles
_’%}' User Mapping Login name: AssetWorcUser Searc
1 Securables o o
& Status ) Windows authentication
- @ SOL Server authentication
Password: sene
Confirm password: TIL]
[ Enforce password policy
) Mapped to cerficate
(7} Mapped to asymmetric key
E - [ Map to Credential
onnection
Server Mapped Credentials Credential Provider
FRIMECNE
Connection:
sa
&7 View connection properties
Progress
Ready Default database: [;’n"SSETWOHX ']
Default language: ’ “defautt> ']
oK || Cancel
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Step 5: Assigning Login Permissions

From the Login dialog in Step 4, Click on the User Mappings page on the left. Under
“Users mapped to this login”, check the Database you created in Step 3. In the “Database
role membership” section at the bottom, check db_owner and click the OK button.

. Diatabase role membership for: ASSETWORX
Connection

r lj Login - New E@g1
552":; po 5 scipt [ Help
127 Server Roles
1A |User Mapping Users mapped to this login:
14 Securables Map Database User Default Schema -
|47 Status m A j
AT )
] aoeu N
| ASSETWORX AssetVionclIser =
] ASSETWORX16
0 ASSETWORX169
0 ASSETWORX16MAP
[ assetwonciBsynctest
] ASSETWORX17
A assetwondest T

(7] db_accessadmin
Server: (7] db_backupoperator
FRIMEONE (7] db_datareader
Connection: [C] db_datawriter
- (] db_ddladmin

db_denydatareader
33 View connection properties % db:de:'gatawriter
Progress [T] db_securityadmin

[¥] public
Ready

Hbower

J ’ Cancel
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Troubleshooting

AssetWorx! website returns handler error after install

After | install the Web Server, when | open the web application in my browser, | get this

error:

“Handler "ExtensionlessUrIHandler-Integrated-4.0" has a bad module

"ManagedPipelineHandler" in its module list”

This error means that our installer was not able to successfully register asp.net with the
computer when it installed 11S. To correct this error, follow these instructions:
1. Click the Windows Button, type “cmd”. When the cmd executable shows up,

right click it and press “Run as administrator”

Programs (1)

|ﬁcm'

Docum &

Open
Fun as administrator

1) Ass 7-Zip

i) Ass [ Edit with Notepad++
) Ass gh Scan with Microsoft Security Essentials...
1) Ass Pin to Taskbar
1) Ass Pin to Start Menu
1) Ass Restore previous versions
Files (12 Send to
| clie

ME CLIt

Ma Copy
Ma Delete
Cov
clr.

Open file location

Properties

P

;'; SEE Micwesr

|cr‘r1d X | Shut down | » |
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2. In the cmd window, type

“C:\Windows\Microsoft. NET\Framework\v4.0.30319\aspnet_regiis.exe —I”” and
hit enter. Please note that the exact path may vary

slightly.

EX Administrator: C\Windows\System32hcmd.exe

Microsoft Windows [UVersion 6.1.76011
Copyright <c?> 2087 Microsoft Corporation.

exe —i_

C:“UWindows“system32>C:“Windows“\Microsoft .NET“Framework-w4.0.3031 7 aspnet_regiis.

= | B i |

All rights reserved.
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AssetWorx! website gives me a warning about my certificate

When you go to the AssetWorx! website which is using SSL (https), it may tell you there
is a problem with the website’s security certificate. This is because the self-signed
certificate hasn’t been installed in the computer’s Trusted Root store.

e | & hitpsi//primeone/ P~ I 2 Certificate Error: Navigation... | |

_61 There is a problem with this website's security certificate.
A

_4

The security certificate presented by this website was not issued by a trusted certificate authority.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the
server.

We recommend that you close this webpage and do not continue to this website.
@ Click here to close this webpage.
'Q' Continue to this website (not recommended).

= More information

To fix this, click on the Windows Start Menu (or hit the Windows key) and type
“certmgr.msc” and hit enter. When the Certificates Manager comes up, right click the
Trusted Root Certificate Authorities store and click All Tasks->Import. Click Next and
then browse to find the CER file that was generated in the 11S Options section of the
installer. Click Next followed by Finish. Next time you go to the AssetWorx! website, the
warning message should have gone away.
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